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Abstract. Pointer analysis is a well known, widely used and very im-
portant static program analyzing technique. After having studied the
literature in this field of research we found that most of the methods
approach the problem in a flow-insensitive way, i.e. they omit the use of
the control-flow information. Our goal was to develop a technique that
is flow-sensitive and can be used in the analysis of large programs. Dur-
ing this process we have found that our method can give more accurate
results if we build the call graph and compute the pointer information
at the same time. In this paper we present two of our algorithms for
pointer analysis and give some examples to help their comprehension. In
the future these algorithms are planed to form the basis of a flow- and
context-sensitive method used in the impact analysis of real life applica-
tions.

1 Introduction

Pointer analysis is a well known and widely used static program analyzing tech-
nique. The point of the analysis is to compute which variables use the same
memory locations and which pointers may point to the same memory address.
We have studied the relevant literature in this field (in a survey written in hun-
garian language [6]) and found that most of the methods use a flow-insensitive
approach to the problem. This results a faster, but less accurate algorithm. In
the future we want to use the algorithm for impact analysis of large (over million
lines of code), real-life C++ applications, so we cannot afford to lose accuracy.
Similarly most of the algorithms studied can have problems with running time
if they are used to analyze large programs.

With this knowledge we decided not to use any of the techniques studied, but
to develop our own method. Our algorithm is a general, language independent,
flow-sensitive approach to the problem, which can be used for the analysis of
object-oriented programs. The base idea is a forward slicing technique, which
ensures maximum accuracy possible. A further proven advantage of the algo-
rithm is its short execution time even for large programs.



During the development of the algorithm we discovered that an interproce-
dural pointer analysis can only be successful if it builds the call graph at the
same time. For this reason we present our algorithm in two steps. First we give
an intraprocedural algorithm that computes the pointer information for a given
function. This algorithm is flow-sensitive and context-insensitive, as any algo-
rithm that focuses on only one function. Second we present our final results in the
form of an interprocedural algorithm, which computes the pointer information
and builds the call graph in parallel.

The rest of the paper is organized in the following way. In the next section
we will introduce the intraprocedural algorithm and give an example to help its
comprehension. In Section 3 we will present the interprocedural algorithm. Next,
in Section 4, we will discuss some related work on points-to analysis. Finally, in
Section 5, we will draw some conclusions from our results and will outline the
directions of our future work.

1 algorithm intraprocedural_pointer_analysis( f)

2 List= MemAlloc(f)
3 while List is not empty do
4 u € List, List = List \ {u}
5 Pirinf* = UUEPTCU(u) Ptrinf(v)
6 if p gets a value at u then
7 for each (P,v) € PirInf* pair do
s P=P\{p}
9 if 3¢ € P : g € Use(p,u) then
10 P=PuU{p}
11 endif
12 endfor
13 if u € MemAlloc(f) then
14 Ptrinf* = Ptrinf* U {(Def(u),u)}
15 endif
16 endif
17 if Ptrinf* # Ptrinf(u) then
18 List = ListU Next(u)
19 endif
20 Ptrinf(u) = Ptrinf*

21 endwhile
22 algorithm end

Fig. 1. Intraprocedural pointer analysis algorithm

2 Intraprocedural Pointer Analysis

The first step of the algorithm is to search for the memory allocation points in
the program, and also for the statements where a pointer variable is set to point



procedure f()
begin

xz1 = new A(); (1)
x2 = new B(); (2)
if (...) then begin (3)
T3 = T1; (4)
z1 = new A(); (5)
end else begin
T3 = T2; (6)
z1 = new B(); (7)
end;
T4 = T3; (8)

end;

Fig. 2. An example for the intraprocedrual algorithm

to an invalid memory location (in different languages this can be expressed with
nil, null, NULL or 0). For these statements we set the initial pointer information
to be {{(p), w)}, where u is the number of the statement and p is the variable
getting a value at that statement. (The algorithm stores the pointer information
as a set of pairs like (variable set, number), where a pair gives the set of variables
that may point to the same object after a statement and the number of the
statement where the object was created).

Once we found the memory allocation points we can propagate this infor-
mation through the statements of the program. The pointer information of a
statement depends on two things: 1.) the information at the statements that
precede the current statement in the control-flow of the program and 2.) the
semantics of the statement itself. First we compute the union of the informa-
tion propagated from the statement’s ancestors and then we modify this result
according to the statement. If a pointer gets a new value at the statement, we
remove the pointer from each set of variables and add it to those sets that con-
tain the variables which were used in the definition of the pointers new value.
We let the algorithm iterate util it reaches its fixpoint.

The pseudo code of the algorithm is given in Fig. 1. The following notation is
used in the code:

— f is a procedure or a function,

— u and v are arbitrary statements in the program,

List is a list or a set, which contains the statements to be analyzed,

— p and q are arbitrary pointer variables,

P is the set of pointer variables that point to the same location,

MemAlloc(f) is a set that contains those statements of function f that are

memory allocations or assign the null value to a variable,

Def(u) is the (pointer) variable that gets a value at statement u,

— Use(p, u) is the set of variables that appear in the definition of pointer p at
statement wu,



— Preuv(u) is the set of statements that precede statement w in the control flow
of the program,

— Nezt(u) is the set of statements that succeed statement w in the control flow
of the program,

— PtrInf(u) contains the pointer information associated with statement wu (it
is empty at the start and it contains the required information after the
execution of the algorithm).

To help the comprehension of the algorithm we present a small example with
only a few variables and one conditional statement. This can be seen in Fig.
2. In the beginning List = MemAlloc(f) = {1,2,5,7}, because the memory
allocation points are at 1, 2, 5 and 7. Also Ptrinf(i) =0 fori=1,...,8. We
can see the necessary information and the results of the algorithm in three tables.
First in the table in Fig. 3 we give the statements that precede and succeed each
statement in the control flow of the example. Second we show the iteration of
the algorithm in Fig. 4. Finally the table in Fig. 5 holds the pointer information
for the example.

number of
the statement — u Prev(u) | Next(u)

1 1] {2}
2 {1} {3}
3 {2} {4,6}
4 {3} {5}
5 {4} {8}
6 {3} {7}
7 {6} {8}
8 {5,7} 0

Fig. 3. Control flow of the example in Fig. 2

3 Iterprocedural Analysis

The only way to compute precise pointer information is to propagate the neces-
sary information across function boundaries in the program. There is no problem
if the program contains only simple function calls because in this case we always
know where to propagate the information. This task becomes harder if the pro-
gram contains function calls whose target is not obvious (i.e. in the case of
function pointers or polymorphic function calls). In this case we need to update
the call graph as we compute the pointer information so the possible targets of
such function calls become clear.

The first step of the algorithm is to find the possible entry points of the
program (it is usually one function, like main, and all the static initialization
blocks). Thereafter this we start the iteration of the algorithm. When we find



statcel;:lz’srit— " Ptrinf(u) List
1 {<z1,1>} {2,5,7}
2 {<z1,1 >, < 22,2 >} {5,7,3}
5 {< 21,5 >} {7,3,8}
7 {< ®2,7 >} {3,8}
3 {<z1,1 >,< 22,2 >} {8,4,6}
8 {< 21,5 >, < 22,7 >} {4,6}
4 {< (z1,23),1 >, < 22,2 >} {6,5}
6 {< 1,1 >, < (x2,23),2 >} {5, 7}
5 {<x3,1 > <22,2>,< 1,5 >} {7,8}
7 {<z1,1 >, < 23,2 >,< 22,7 >} {8}
3 {< (z3,24),1 >, < 22,2 >, < 21,5 >, 0

<x1,1 >, < (x3,24),2 >, < x2,7 >}

Fig. 4. The iteration of the algorithm, step-by-step, on the example in Fig. 2

number of

the statement — u Ptrinf(u)

{<z1,1 >}

{<z1,1 >,< 22,2 >}
{<z1,1 >, < 22,2 >}
{<(w1,23),1 >, < 22,2 >}

{< 23,1 >, <x2,2>,< 21,5 >}
{< T1,1 >, < (272,233),2 >}

{< 21,1 >, < 23,2 >,< 22,7 >}
{< (z3,74),1 >, < 72,2 >,< 71,5 >,
<mi,1>,< (73,74),2 >, < 2,7 >}

0 NSO WIN| -

Fig. 5. The pointer information for each statement for the example in Fig. 2

a function call we compute the possible targets for that call from the pointer
information known so far. Although this is not necessary for direct function
calls, the targets of indirect function calls can only be determined from the
parallel points-to analysis. If the iteration reaches a new function we initialize
the information for that function and it becomes part of the iteration.

We also have to define how we are propagating the information at function
calls. We split each call into two parts (i.e. two nodes in the control-flow graph),
a call point and a return point. This way the predecessors of a function’s entry
point are the call points from where we could have called the function. Likewise
the successors of the function’s exit point are the possible return points of the
function.

We present the pseudo code of the algorithm in Fig. 6. We use the same
formalism as before with the following extensions:

— F is the set of functions and procedures to be analyzed,



1 algorithm interprocedural_pointer_analysis(F’)

2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

List = UfeEntryPoints MemAlloc(f)
FuncList = EntryPoints
while List is not empty do
w € List, List = List\ {u}
Ptrinf = UveP’r‘e'u(u) Ptrinf(v)
if p gets a new value at u then
for each (P,v) € PtrInf* pair do
P=P\ {p}
if 3¢ € P : q € Use(p,u) then
P =PU{p}
endif
endfor
if uw € MemAlloc(f) then
Ptrinf* = Ptrinf* U {(Def(u), u)}
endif

else if u is the entry point of a function call then

List = ListU (Ufe Target(u, Ptrinf*)\ FuncList MemAlloc(f))
FuncList = FuncListU Target(u, PtrInf")

endif
if Ptrinf" # Ptrinf(u) then
List = List U Next(u)
endif
Ptrinf(u) = Ptrinf*
endwhile

26 algorithm end

— EntryPoints is the set of functions that can be the entry points of the pro-
gram,

— FuncList is the set of functions found during the iteration,

— Target(u, PtrInf) is the set of functions that are the potential targets of the
function call at statement u according to the pointer information Ptrinf.

The algorithm builds the call graph in an implicit way. After the iteration the
Target(u, PtrInf(u)) expression will give us the set of potentially called functions

Fig. 6. Interprocedural pointer analysis algorithm

at an arbitrary statement wu.

Again, to help the comprehension of the algorithm we present a simple example
in Fig. 7 with four functions. In Fig. 8 we give the statements that precede and
succeed each statement in the control flow of the example. We divided the call
points in two parts labeled N}, for the call and N, for the return. Function main
is the only entry point of the program, so EntryPoints = FuncList = {main}
and according to this List = MemAlloc(main) = {10,11}. In the beginning,
Ptrinf(i) = 0 for ¢ = 1,...,12 (this includes both parts of the split points).
We show the iteration of the algorithm in Fig. 9. and finally the table in Fig. 10

holds the pointer information for the example.



procedure f() procedure h()

begin begin
T3 = T1; (1) T3 = T2; (8)
9(); (2) @5 =mnewB(); (9)
T4 = T1; (3) end;
h(); (4)
s = T2, (5)
end;
procedure g() procedure main()
begin begin
T1 = T2; (6) z1 = new A();  (10)
x4 = new A(); (7) z2 = new B();  (11)
end; f0; (12)

end;

Fig. 7. An example for the interprocedrual algorithm

number of
the statement — u Prev(u) | Next(u)
1 {12.} | {2n}
2 | {6
2 {7} {3}
3 (2.8 | {4
4, {3} {8}
4y {9} {5}
5 (4.} [ {12
6 {21} {7}
7 {6} {2.}
8 {4n} {9}
9 {8} {40}
10 [] {11}
11 {10} {12}
125 {11} {1}
12, {5} 0

Fig. 8. Control flow of the example in Fig. 7



current ‘
statement — u Ptrinf(u) List

10 {< 21,10 >} {11}
11 {< 1,10 >, < z2,11 >} {12h}
125, {< 21,10 >, < x2,11 >} {1}
1 {< (331,3;‘3), 10 >, < o, 11 >} {Qh}
2n {< (ml,xg),lo >, < x2,11 >} {7,6}
7 {< 24,7 >} {6,2,}
6 {< 23,10 >, < (21, 22),11 >} {2,,7}
2, {< ®4,7 >} {7,3}
7 {< 24,7 >, < 23,10 >, < (21,22),11 >} [{3,2,}
3 {<0,7>} {2,}
20 {< x4, 7T>,< 23,10 >, < (z1,22),11 >} | {3}
3 {<0,7>,< 23,10 >, < (z1,22,74),11 >}| {4}
4y {< 23,10 >, < (21, x2,24),11 >} {9,8}
9 {< 5,9 >} {8,4U}
8 {< @,10 >, < ($1,x2,x3,$4),11 >} {41;79}
4, {< x5,9 >} {9,5}
9 {< (LE1,£EQ,$3,JZ4),11 >, < 5,9 >} {5,4U}
5 {<0,9>} {4}
4, {< ($1,1’2713,1'4), 11 >, < 25,9 >} {5}
5 {< (z1, 22,23, 4, 25),11 >, < 0,9 >} {12, }
12, {< (I1,$275L‘3,ZL‘4,$5),11 >} 0

Fig. 9. The iteration of the algorithm, step-by-step, on the example in Fig. 7

number of

the statement — u PtrInfo(u)
1 {< (z1,23),10 >, < x2,11 >}
25 {< (z1,23),10 >, < x2,11 >}
2 {< 24,7 >, < 23,10 >, < (z1,22),11 >}
3 {< 23,10 >, < (21,22, 74),11 >}
4p, {< 23,10 >, < (21, x2,24),11 >}
4, {< ($1,1’2,3}3,334),11 > < 5,9 >}

5 {< (x17x27x3,m4,x5),11 >}

6 {< 23,10 >, < (21, x2),11 >}

7 {< Ta,7 >, < 23,10 >, < ($1,I2),11 >}
8

9

{< (x17:v2,:r3,m4),11 >}
{< (xl,xg,xg,a:4), 11 >, < 5,9 >}

10 {<a1,10 >}

11 {< 21,10 >, < 22,11 >}
12 {< 1,10 >, < x2,11 >}
12, {< (21,22, 73,24, 75),11 >}

Fig. 10. The pointer information for each statement for the example in Fig. 7



4 Related Work

There are several methods developed to compute the pointer information for a
given program. Although the speed and the accuracy of some algorithms is very
good, we did not see any technique that gives a language independent, flow- and
context-sensitive solution to the problem.

Hind et al. [5] and Jész et. al [6] (in hungarian) summarize the results in this
field. Hind [3] describes related issues and remaining open problems associated
with pointer analysis. Yur et al. [13] give a flow- and context-sensitive algorithm,
which was developed for the analysis of C programs. Hind et al. [4] and Marx et
al. [7] give a flow-sensitive, but context-insensitive solution for the problem. An-
dersen’s [1] context-sensitive algorithm is a benchmark in this field, but Wilson
et al. [12] and Whaley et al. [11] present good context-sensitive techniques also.
Bacon and Sweeney [2] use the pointer analysis to handle the virtual function
calls in the C++ code. Milanova et al. [9] measure the performance of technique
called Flow-insensitive Alias analysis and also Milanova et al. [8] define object
sensitivity to support the pointer analysis for object oriented languages.

5 Conclusions and Future Work

We presented two language-independent, flow-sensitive algorithms to compute
the pointer information for a program. Our empirical tests show that the al-
gorithms can be used quite well. Not only that we can determine the precise
pointer information, but we can also build a call graph that is more accurate
than the ones computed without the points-to information. Unfortunately, we
did not implement the algorithms for any particular programming language yet,
so we cannot present our empirical results in the terms of numbers.

The goal of our future work is to develop a system for the impact analysis of
large, real-life programs. The algorithms presented in this paper are a part of
this future system. The developments will include:

— making the algorithm context sensitive: by making the algorithm
context-sensitive we will be able to distinguish the different call sites of
a function and so we can make the pointer information more precise.

— making the algorithm incremental: if only minor changes are made
to the program we do not have to compute all the information from the
beginning, but will be able to reuse some data from previous runs.

— focusing on the special properties of the C++ language: there are
only a few methods that can compute pointer information for a C++ pro-
gram. Since nowadays C++ is one of the most popular programming lan-
guages we would like to give help to developers (and compilers) in the com-
putation of points-to information for real-life C++ programs.
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