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Abstract volunteers — the quality and reliability of the code may be
uncertain. Thus its use may involve big risks for a company
Open source software systems are becoming increasthat uses open source code. It is vital to get more informa-
ingly important these days. Many companies are investingtion out of these systems. Various kinds of code measure-
in open source projects and lots of them are also using suchments can be quite helpful in obtaining information about
software in their own work. But because open source soft-the quality and fault-proneness of the code. These measure-
ware is often developed without proper management thements can be done with the help of proper tools.
quality and reliability of the code may be uncertain. The In this paper we describe a framework cal@édlumbus
quality of the code needs to be measured and this can bgg] with which we are able to calculate the object oriented
done only with the help of proper tools. In this paper we will metrics validated in [1], [2], [3] and [4] for fault-proneness
describe a framework called Columbus with which we cal- detection (similar results were presented also in [10] and
culate the object oriented metrics validated by Basili et al. [16]) from the source code of the well-known open source
for illustrating how fault-proneness detection from the open web and e-mail suite calleédozilla[13, 14]. We then com-
source web and e-mail suite called Mozilla can be done. Wepare our results with those presented in [1]. One of our
will also compare the metrics of several versions of Mozilla aims was to supplement their work with metrics obtained
to see how the predicted fault-proneness of the software sysfrom a real-size software system. We also compare the met-
tem changed during its development. The Columbus framerics of the seven most recent versions of Mozilla (1.0-1.6),
work has been further developed recently with a compiler which covers over one and a half years of development, to
wrapping technology that now gives us the possibility of au- see how the predicted fault-proneness of the software sys-
tomatically analyzing and extracting information from soft- tem changed during its development.
ware systems without modifying any of the source code or  The Columbus framework has been further improved re-
makefiles. We will also introduce our fact extraction pro- cently with acompiler wrappingechnology that allows us
cess here to show what logic drives the various tools of theto automatically analyze and extract information from prac-
Columbus framework and what steps need to be taken to obtjcally any software system that compiles with GCC on the
tain the desired facts. GNU/Linux platform (the idea is applicable as well to other
compilers and operating systems). What is more, we can do
this without modifyingany of the source code or makefiles.
Keywords We describe this technique in detail later in this paper.
We also introduce our fact extraction process to show
Fact extraction, metrics, reverse engineering, openwhat logic drives the various tools of the Columbus frame-
source, fault-proneness detection, Mozilla, compiler wrap- work and what steps need to be taken to obtain the de-

ping, schema, C, C++, Columbus, CAN, CANPP sired facts. Byfactwe mean any information that describes
different properties of the system being studied. One fact
1. Introduction might be, for instance, the size of the code. Another fact

might be whether a class has base classes. Actually any in-
Open source software systems are becoming evermordormation that helps us better understand unknown source
important these days. Many large companies are invest-code is called a fact here. It is obvious that collecting facts
ing in open source projects and many of them are also us-by hand is only feasible when relatively small source codes
ing such software in their own work. As a consequence, are investigated. Real-world systems that contain several
many of these projects are being developed rapidly and aremillion lines of source code (Mozilla, for instance) can only
quickly becoming very large. But because open source soft-be processed with the help of tools.
ware is usually developed outside companies — mostly by In the Columbus framework the form of the extracted



facts conform to predefined schemas.#yemawe mean  extraction and provides a common interface for other re-
a description of the form of the data in terms of a set of en- verse engineering tasks as well.
fut|es with att_nbutes and relat|onsh|p§.sﬁchema instance The main tool is callecColumbus REEReverse En-
is an embodiment of the schema which models a concrete . : : o ) :
. . ; gineering Environment), which is the graphical user inter-
software system (or part of it). This concept is analogous o
. : face shell of the framework. All C++ specific tasks are per-
to databases, which also have a schema (described usuall : .
: N . ormed by different plug-in modules of the REE. Some of
by E-R diagrams) that is distinct from the concrete instance : :
: these plug-in modules are present as basic parts, but the
data (data records). The Columbus framework defines two
. REE can be extended to support other languages and re-
schemas: (1) th€olumbus Schema for C/C++ Preprocess- ) ) .
. - ) verse engineering tasks as well. The framework contains
ing [15] (for describing preprocessing related facts) and (2)

the Columbus Schema for C+}#7] (for describing the C++ several command line tools, which actually do the C++-
language itself) specific tasks like analyzing the source code and further pro-

. cessing the results. In the following we briefly present what
It should be mentioned here that we performed full anal- g 9 yp

yses of the seven versions of Mozilla and built up the full they are and do.
schema instances of them, which can be used for any re- CANPP(C/C++ ANalyzer-PreProcessor) is a command
and reverse engineering task like architecture recovery andine program for analyzing C/C++ preprocessing related
visualization. In this work we used them only for calculat- language constructs and for preprocessing the code. The
ing metrics, but their use is not limited to this case. input is a C/C++ source file with various settings (like in-
We proceed as follows. In the next section we describe clude paths and macro definitions), and the outputs are the
our fact extraction process and the used analyzer tools. Wepreprocessed file and the built-up instance of the Colum-
also explain in detail our new compiler wrapping technique. bus Schema for C++ Preprocessing [15] of the source file.
In Section 3 we compare our results to those published in
[1] and also study the changes of the metrics over differ-
ent releases of the well-known Mozilla internet suite. Af-
terwards, in Section 4, we describe some works similar to
ours. Finally, in Section 5, we conclude the paper and out-
line directions for future work.

CAN(C++ ANalyzer) is acommand line program for an-
alyzing C++ code. The input of CAN is one complete com-
pilation unit (a preprocessed source file) and the output is
the built-up instance of the Columbus Schema for C++ [7]
of the analyzed unit. Besides ANSI C++, CAN supports the
Microsoft dialect used in Visual C++, the Borland dialect
used in C++Builder and the GCC dialect used in g++.

2. Fact Extraction CANLIink(CAN Linker) is a C++ schema instance linker
tool. Similar to compiler linkers, it merges the instances of
Fact extraction is a process which defines different stepsthe Columbus schemas into larger instances. This way, C++
that describe the way information about the source codeentities that logically belong together (e.g. libraries and ex-
can be obtained. These steps include the acquisition ofecutables) are grouped into one instance. These merged in-
project/configuration information, the analysis of the source stances have the same format as the original instances, so
files with analyzer tOOlS, the creation of some kind of repre- they can of course be further merged into one sing|e schema

sentations of the extracted information, the merging of thesejnstance to represent the software system as a whole.
representations and different processings performed on this . ) .

merged representation to put the collected information into  CANFilter (CAN Filter) is a GUI program that makes the
a useable form. filtering of the (linked) schema instances possible through a

visual interface. The filtered instances have the same for-

The most difficult steps in the process are the acquisition o
mat as the original instances.

of project/configuration information and the proper analysis
of the source files. In this section we will describe a process  CAN2* With the help of these command line tools the
by which these tasks can be done. But first we will describe (filtered) schema instances built from the extracted facts can
the tools we developed to support the process. be further processed. Some of these procedures apply trans-
formations on the instances to convert them to other for-
mats in order to promote tool interoperability, while others
do different computations on the instances, such as calcu-

Columbus{8] is a reverse engineering framework that !atmg metrics, recognizing design patterns and code audit-

: 4 . . ing.
has been developed in cooperation between the University

of Szeged, the Nokia Research Center and FrontEndART CANGccWrapper toolsefThe GCC compiler-wrapper
[11]. The main motivation behind developing the Colum- toolset supports our new compiler wrapping technique, as
bus framework was to create a toolset which supports factdescribed in Section 2.3.

2.1. The Columbus Framework
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Figure 1. The fact extraction process

2.2. Fact Extraction Process Step 2: Analysis of the source code — creation of schema
instances

The general outline of the extraction process within the Here the input files are processed one at a time using the
Columbus framework can be seen in Figure 1. The procesgoroject information acquired in the first step (for instance
consists of five consecutive steps where each step uses th@acro definitions to be used and paths to different header
results of the previous one. These steps may be performe&”es to be included). First, the preprocessing and the extrac-
in two different ways: using the visual user interface of the tion of preprocessing related information is done with the
Columbus REE, or using the command-line programs di- CANPPtool. Second, the preprocessed file is analyzed us-

rectly. In this paper we use the CANGccWrapper toolset to ing the CAN tool, which extracts C++ language-related in-
perform the extraction process. formation. Both tools create the corresponding schema in-

The steps of the fact extraction process are elaborated Orft?rgc%sfardvs?ve itrf]\elm iao afﬁlroprlate files. This step is per-
in the following. ormeda for every single input file.

An important advantage of the steps presented is that
they can be performed incrementally, that is, if the results
of certain steps are available and the input of the step has.
not been altered, these results need not be regenerated ea
time.

Step 3: Linking of schema instances
fter all the schema instance files have been created the
Hking (merging) of the related schema instances is done
with the CANLinktool. Then, similar to real compiler link-
ers that create different files which contain entities that log-
ically belong together (for example libraries and executa-
Step 1: Acquiring project/configuration information bles), the related entities are grouped accordingly. The out-
Acquiring project/configuration information is indispens- puts of this step are the merged schema instances for each
able when carrying out the extraction process. The sourcelogical unit (subproject) of the analyzed software system.
code of a software system is usually logically split into a These merged instances can, of course, be further merged
number of files and these files are arranged into folders andnto one single schema instance to represent the software
subfolders. Furthermore, different preprocessing configura-system as a whole.
tions may apply to them. The information on how these files
are related to each other and what settings apply to themstep 4: Filtering the schema instances
are usually stored either imakefils (in the case of build-  |n the case of really large projects the previous steps can
ing software with thenaketool), or in differentproject files  produce large schema instances that contain huge amounts
(in the case of using differedDE-s — Integrated Develop-  of extracted data. This is hard to present in a useful way
ment Environments). to the user (he/she is usually interested only in parts of the
In this paper we introduce our new, so-callemmpiler whole system at any given time). Different filtering meth-
wrapping technique for using makefile information (see ods in theColumbus REEand in theCANFilter tool can
Section 2.3). help in solving this problem.



Step 5: Processing the schema instances andld). If we want to execute a program, the operating sys-
Because different C++ re- and reverse engineering tools uséem searches for it in the folders given in the PATH vari-
different schemas for representing their data, the (filtered)able in the same order. This means that if the original com-
schema instances must be further processed. In this caspiler should be invoked, our wrapper scripts will start in-
the processing step consists of transforming the schema instead of it because they appear first in the PATH variable. If
stance to other formats. The following formats are currently we do not want to use the wrapper anymore it can be sim-
available: four XML formats (CPPML, GXL, UML XMI ply switched off.

and Famix XMI), RSF and HTML. It is also possible to  The other scripts are quite similar to each other, the only
do further calculations on the schema instances. The framegifference being that they “hide” different tools of the com-
work contains tools for calculating object oriented metrics, piler. The scripts first execute the original compiler tool (for
recognizing object oriented design patterns and code auditinstanceg++) with the same parameters and in the same en-

Ing. vironment so the output remains the same; therefore, we do
not notice that not the original compiler was called orig-
2.3. Compiler Wrapping inally. The scripts also examine whether the original pro-

gram terminated normally or not and they terminate with

As already mentioned in Section 2.2 when discussing the same value. This is very important because complex
the topic “Acquiring project/configuration information,” the ~ Systems usually run different kinds of tests before compi-
source code of a software system is usually logically split lation, whlch.determlne the compller.capablllltles and envi-
into several files and these files are arranged into foldersfonment settings. They usually do this by trying to compile
and subfolders. Furthermore, different preprocessing con-Small programs containing the issues needed to be tested
figurations may apply to them. In this section we deal with and examine the termination of the compiler. If 'Fhe scripts
the case when the information on how these files are relatec© not take into account the results of the compiler and al-
to each other and what settings apply to them are stored invays terminate normally even when the compilation failed,
makefiles (used by thenaketool). An important issue that &Y, the compilation will be misled and this will probably
we addressed was twt changeanything in the subject sys-  cause problems later on during compilation.
tem (not even the makefiles). The technique described inthe After calling the original compiler, the scripts also call
following successfully deals with this issue. It was tested the program CANGccWrapper, which in turn calls the cor-
with the GCC compiler in the GNU/Linux environment, but responding analyzer tool (CANPP, CAN or CANLink).
the idea is applicable as well to other compilers and operat-Since the parameters of the CANPP/CAN/CANLInk tools
ing systems. are not the same as the compiler’s, they cannot be eas-

The make tool and the makefiles represent a powerfulily called directly from the scripts like the compiler. An-
pair for configuring and building software systems. Make- other problem is that we use different tools for different
files may contain not only the references to files to be com- tasks (for instance CANPP can be used only for preprocess-
piled and their settings, but also various commands like ing related issues), whilgcccan be used for different pur-
those invoking external tools. A typical example is when poses like preprocessing, compiling and linking depending
the source file to be compiled is generated on-the-fly from on with which parameters it is invoked. So we must exam-
IDL descriptions by another tool. These powerful possibili- ine the parameters to choose the tool(s) that must be called
ties are a headache for reverse engineers because every ador instance, “gcc -E ...” means “do not compile the file
tion in the makefile must somehow be simulated in the re- just preprocess it”). The CANGccWrapper program deals
verse engineering tool. This may be extremely hard or evenWwith such problems. The scripts call CANGccWrapper with
impossible to do in some cases. the same parameters as the compiler and CANGccWrapper

We approached this problem from the other end and Will call the appropriate analyzer tools.
solved it by “wrapping” the compiler. This means that we CANGccWrapper first examines which tool of the com-
temporarily hide the original compiler by a wrapper toolset. piler was called because the parameters will be examined
This toolset consists of several scripts and a program calledbased on this. In different cases it focuses on different pa-
CANGccWrapperAmong the scripts there is a key one rameters. We will only describe its workings in the case of
called CANGccWrap which is responsible for hiding the gccbecause this is the most complex (it can be used for pre-
original compiler by changing the PATH environment vari- processing, compiling and linking as well). For instance, if
able. Actually, all the user has to do is to run this script. gccis used for both compiling and linking, it first prepro-
The script inserts the path of the folder in which the other cesses the files, compiles them and finally links them to-
scripts can be found to the beginning of the PATH environ- gether, so CANGccWrapper has to simulate the same steps.
ment variable. The names of the other scripts correspondSince the parameters can be grouped according to which
to the executable files of the compiler (for instamgoe, ar tool uses them, CANGccWrapper has to group them simi-



larly as well. We examined only the most frequently used the whole system, we did no filtering at all. The extracted in-
parameters for all the three tools but it could easily be formation can be used for many purposes. In this work we
extended. CANGccWrapper collects mainly the “define” calculated object oriented metrics in Step 5 from the schema
and “include” parameters for CANPP, the “libraries” for instances with the help of theAN2Metricscommand line
CANLIink and several others for CAN. Where necessary, tool (the output is a simple CSV—-Comma Separated Value
CANGccWrapper modifies the relative paths to full paths file which can be easily processed by spreadsheet editors).

to avoid potential ambiguities. Our approach is still not fool-proof because we found
some configuring examples in makefiles that seem quite
2.4. Fact Extraction Process with “sneaky.” For instance, objects may be moved to another
Compiler Wrapping directory before linking, so our wrapper will not find the

files containing the associated schema instances in Step 3

ce;rs] t(hs' Zes?ég?o\r/yezdz?s\fvrcﬁssh% Wpcr’;(r:tfiigt v?/);\t;cﬂg;gr?r;e(it searches for them next to the original location of the ob-
) - ject files). One solution might be to wrap tbp (file copy),
CANGccWrapper toolset. As can be seen in Figure 1 ) ) g P top( py)

. X . ) ..’ mv(file move) andn (file link) commands in a similar wa
it consists of five consecutive steps. Step 1 (Acquirin ( ) ( ) y

9 as that done b i
: ) g SN y the compiler.
project/configuration information) is implicitly handled by To test our wrapping approach we successfully extracted
our wrapper toolset because it is integrated into the usual

. . ) facts from the open source real-world systitozilla [13,
build process. Step 2 (Analysis of the source code) is done : : .
. . ) 14] and calculated various metrics from the schema in-
using the CANPP/CAN tools, which are invoked through :
stances that we obtained.

CANGccWrapper when the source files are compiled (as
described previously). One of the issues with which we had .
to deal in this step was that the outputs of CANPP (the pre—3' Experiments
processed file and the corresponding schema instance) are In this section we analyze Mozilla using metrics. We col-
not present in the makefiles of the real build process. Thelected metrics from seven different versions of Mozilla from
first is needed immediately by CAN, so there is no problem 1.0 released in August of 2002 to 1.6 released in January of
in handing it over, but the schema instances are needed late2004. We did not classify the metrics according to their pur-
in Step 3 when they must be linked to each other. In that steppose or usability nor did we search for correlations between
only the compiled (object) and linked filenames are avail- them. Instead, we used the results of Basilal. and stud-
able in the parameters and we have to find the files contain-ied the metrics according to [1].
ing the associated schema instances. We solved this prob- Basili et al. studied object oriented systems written by
lem by using the same filename for the outputs but with dif- students in C/C++. They carried out an experiment in which
ferent extensions. These files are always stored next to thehey set up eight project groups consisting of three stu-
original output (in the same directory). CANGccWrapper dents each. Each group had the same task — to develop a
first calls CANPP with the appropriate parameters and thesmall/medium-sized software system. Since all the neces-
input file. CANPP analyzes and preprocesses it then savesary documentation (for instance, reports about faults and
the extracted schema instance to a file with the extensiontheir fixes) was available, they could search for relationships
“.psi’ and the preprocessed file to a file with the extension between the fault density and metrics. They used a metrics
“.i". Afterwards, CANGccWrapper invokes CAN with the suite that consists of six metrics and analyzed the distribu-
appropriate parameters and input/output files. CAN uses thetion and correlations between them. Afterwards, they used
preprocessed file created by CANPP, analyzes it then savefogistic regression — a standard technique based on maxi-
the extracted schema instance to a file with the extensionmum likelihood estimation — to analyze the relationship be-
“.csf'. In Step 3 (Linking of schema instances) we have two tween metrics and the fault-proneness of classes. In this pa-
kinds of schema instances as inputs. These are linked in parper we refer to their projects as treference project
allel with the linking of the regular object files. CANGc- In the following we define the six metrics they investi-
cWrapper invokes CANLink to perform this step. As a re- gated.
sult there will be only a few files which contain all the ex- WMC (Weighted Methods per Class) The WMC is
tracted information that belong to the different subsystemsthe number of methods defined in each class. More pre-
of the subject system. The function of the wrapper ends herecisely, WMC is defined as being the number of all mem-
in this step, where all the extracted information is available ber functions and operators defined in each class. However,
for further processing. “friend” operators (C++ specific construct) are not counted.
Step 4 (Filtering the schema instances) deals with filter- Member functions and operators inherited from the ances-
ing the schema instances that were obtained. Since this stefors of a class are also not counted.
is optional (the linked schema instances can be used as they DIT (Depth of Inheritance Tree). The DIT measures
are without any filtering as well) and we wanted to analyze the number of ancestors of a class.



RFC (Response For a Class)This is the number of  Figure 2 shows a comparison of thistribution of the met-
methods that can potentially be executed in response to aics. It can be seen that the distributions of WMC, RFC,
message being received by an object of that class. The RFONOC and LCOM are quite similar in both cases. On the
is the number of C++ functions directly invoked by mem- other hand, the distributions of DIT and CBO are quite dif-

ber functions or operators of a C++ class. ferent.
NOC (Number Of Children) . This is the number of di- We also compared the statistical information we ob-
rect descendants for each class. tained. Table 2 shows the basic statistical information about

LCOM (Lack of Cohesion on Methods) This is the  the two systems. Thilinimumvalues are almost the same
number of pairs of member functions without shared in- byt theMaximumvalues increased dramatically. This is not
stance variables, minus the number of pairs of membersurprising because Mozilla has about 30 times more classes
functions with shared instance variables. However, the met-than the reference project. Since LCOM is proportionate
ric is set to zero whenever the above subtraction is nega-with the square of the size (number of methods) of a class,
tive. its very large value is to be expected. In Mozilla there are

CBO (Coupling Between Object classes)A class  about five thousand classes, so the extremely high value of
is coupled to another one if it uses its member func- NOC may seem surprising at first. But the second biggest
tions and/or instance variables. The CBO gives the num-value of NOC is just 115, hence we think that the class
ber of classes to which a given class is coupled. with the largest value is probably a common base class from

which almost all other classes are inheritdtedian and

We should mention here that some of these metrics haveMeanexpress “a kind of average” and they are more or less
different names in Columbus (for instance DIT is called similar, except for the LCOM value (similarly to the Max.
NOA-Number Of Ancestors) but, for simplicity, we use value). Since in Mozilla there are many more classes and

their correSponding names in tf_liS work. ~ these are more variegated, the metrics change in a wider
Tabl_e 1 lists some size metrics of the analyzed versionsrange. TheStandard Deviatiorvalues suggest this bigger
of Mozilla. variety of the classes.

Basili et al. [1] also calculated theorrelationsof the
metrics (see Table 3), which is also an important statistical
quantity. They found that linear Pearson’s correlatifi:(
Coefficient of determination) between the studied OO met-

ver. | NCL TLOC | TNM TNA
1.0 | 4770 | 1,127,391| 69,474 | 47,428
1.1 | 4,823 | 1,145,470| 70,247 | 48,070
1.2 | 4,686 | 1,154,685| 70,803 | 46,695

1.3 | 4,730| 1,151,525| 70,805 | 47,012 rics are, in general, very weak. Three coefficients of deter-
1.4 | 4,967 | 1,171,503| 72,096 | 48,389 mination appear somewhat more significant. But they con-
1.5 | 5,007 | 1,169,537| 72,458 | 47,436 clude that these metrics are mostly statistically indepen-
1.6 | 4,991 | 1,165,768| 72,314 | 47,608 dent. We also calculated the same correlations in the case of
Mozilla 1.6 but we obtained different results. NOC is inde-
NCL: Number of Classes. pendent of the other metrics as it is in the reference project,
TLOC : Total number of non-empty lines of code. but all the others have a correlation with each other. There
TNM: Total Number of Methods in the system. are three very weak correlations but the rest represent more
TNA: Total Number of Attributes in the system. or less significant correlations. What is more, there are some
Table 1. System level metrics very large values (for instance between WMC and LCOM),

so it follows that these metrics are not totally independent

In the following we compare some statistical data and and represent redundant information. This. is surprising be-
the distribution of metrics collected from Mozilla and the Ccause they found that some of these metrics could be used

reference project. Afterwards, using the findings of the ref- for detecting fault-proneness while the others are not signif-

erence project in [1], we investigate how Mozilla changed 'cant.
over a seven-version evolution. Unfortunately, we could not verify this for Mozilla, be-

cause we did not have such good documentation about the
faults they had. (We should mention that the reported faults
about Mozilla are available from Bugzilla [5], but it is dif-

In this subsection we compare the metrics obtained from ficult to collect and group the necessary data. In the future
Mozilla 1.6 with those of the reference project_ Since in we will tl’y to use this information to validate the metrics for
the reference project there are only 180 classes, while infault-proneness prediction based on it.)

Mozilla 1.6 there are 4,991 of them, we decided to normal-  We did not find any information that contradicted [1], so
ize the distribution of the metrics. This means that we com- we accepted their hypotheses and results and investigated
pared the rate of the metrics instead of the measured valueghe changes of Mozilla over its seven-version development.

3.1. Comparing the Reference Project and Mozilla



,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

0 45 90 135 180 225 270 315 360 405 450
LCOM
The X axes represent the values of the metrics. The Y axes represent the rate of the number of classes.
The darker columns represent the original values of the reference project from [1], while
the brighter ones represent the values calculated from Mozilla 1.6.

Figure 2. Distribution of the metrics

Ref.| Moz. WMC DIT RFC NOC LCOM CBO

Max. 99.00 337.00| 9.00 33.00| 105.00 1074.00| 13.00 1213.00| 426.00 55198.00| 30.00 70.00
Min. 1.00 0.00 | 0.00 0.00 0.00 0.00 | 0.00 0.00 0.00 0.00 | 0.00 0.00
Median 9.50 7.00 | 0.00 2.00 19.50 21.00 | 0.00 0.00 0.00 15.00| 5.00 2.00
Mean 13.40 1412 1.32 239 | 3391 48.95| 0.23 1.06 9.70 273.82| 6.80 511
Std. dev. 1490 22.16| 199 290 | 33.37 8199 | 1.54 17.44 | 63.77 1597.53| 756 7.49

The bold numbers represent the values from Mozilla 1.6 while
the normal ones are the values from the reference project.

Table 2. Descriptive statistics of the classes

3.2. Studying Mozilla’s Changing Since we wanted to examine how Mozilla has changed in
the last one and half years, we first calculated these metrics
Basili et al. [1] drew up six hypotheses (one for each for each version of Mozilla from 1.0 to 1.6. The results can
metric) that represent the expected connection between thge seen in Table 4. Now we are able to use the conclusions
metrics and the fault-proneness of the code. They testecyrawn in [1] to characterize the changing of Mozilla. We
these hypotheses and found that some of the metrics wergyresent all the hypotheses and conclusions about the “good-
very good predictors, while others were not.



lower the probability of fault-proneness [1]. In Mozilla the

Reference]l WMC DIT RFC NOC LCOM CBO

WNIC 1 002 024 0 038 013 number of classes with three or more children is negligi-

DIT 1 0 0 0.01 0 ble and it did not change significantly. Hence, we only ex-

REe toy 009 03t amined the other classes. The rate of classes with no or two

LCOM 1 0.01 children decreased while the rate of classes with one child

CBO 1 increased. According to this Mozilla slightly improved in

Mozilla WMC DIT RFC NOC LCOM CBO this respect.

WMC 1 0.16 053 0 0.64 0.39

DIT 1 054 0 0.08 0.23 LCOM hypothesis: “Classes with low cohesion among

REC too? P its methods suggests an inappropriate design which is likely

LCOM 1 0.16 to be more fault-prone.The LCOM was stated to be in-

CBO 1 significant in [1], but according to the hypothesis Mozilla
The bold numbers denote significant correlations. got slightly worse because the rate of classes with the value

eleven or more increased slightly while the rest remained
Table 3. Correlations about the same.

CBO hypothesis “Highly coupled classes are more
fault-prone than weakly coupled classe$he CBO was
said to be significant in [1] but it is hard to say any-
thing about Mozilla using this metric. The rate of classes
whose CBO value is one, two or three increased and
the rate of classes whose CBO value is four, five or
six decreased, which is good and may suggest an in-
crease in the quality. On the other hand, the rate of
classes with large CBO values increased, which sug-
gests more faults.

ness” of the metrics for detecting fault-proneness as pre-
sented in [1] and examine the changes of Mozilla based on
their conclusions.

WMC hypothesis: “A class with significantly more
member functions than its peers is more complex and,
by consequence, tends to be more fault-pron€fie
WMC was found to be somewhat significant in [1]. In
Mozilla the rate of classes with a large WMC value de-
creased slightly but not significantly. We can only say
that Mozilla did not get worse according to this met-
ric. So far we compared the distribution of the metrics col-

DIT hypothesis: “A class located deeper in a class in- lected from seven different versions of Mozilla. This is very
heritance lattice is supposed to be more fault-prone becauseuseful if we are interested in learning how the whole sys-
the class inherits a large number of definitions from its an- tem changed but it means little if we want to examine only
cestors” The DIT was found to be very significant in [1], Ssome classes of interest. In that case, we have to study the
which means that the larger the DIT, the larger the proba- changes in the metrics for the given class. We may illustrate
bility of fault-proneness. In Mozilla the rate of classes with this using one of the biggest classes. We chred¢TMLEd-
more than seven ancestors increased slightly, but the numitor because three out of the six of its metrics are maxi-
ber of these classes is tiny compared to the classes as galin the whole system (see Table 5). As we can see, more
whole. On the other hand, the rate of classes which havethan a hundred new methods have been added and its re-
no ancestors or only one or two increased significantly, sponse set grew by more than two hundred. The DIT also
while the rate of classes with more than two but fewer than grew by 30%. But LCOM changed the most significantly
seven ancestors decreased markedly. This suggests that ipecause itis twice as big as it was in version 1.0. According
the newer versions of Mozilla there might be fewer faults. to these values, this class became much more fault-prone.

RFC hypothesis “Classes with larger response sets im-
plement more complex functionalities and are, therefore,

more fault-prone’”The RFC was shown to be very signif- ver. | WMC | DIT | RFC | NOC | LCOM | CBO
icant in [1]. The larger the RFC, the larger the probabil- 1.0 235 13| 843 01 27233| 50
ity of fault-proneness. In Mozilla the rate of classes whose i; ggg 13 ggé 8 ggggg g?
RFC value is larger than eleven decreased (more than 70% 1.3 256 | 14 | 902 0| 32262 51
of the classes fall into this group), while the rate of the rest 1.4 295 | 15| 1005 0| 42529| 57
. : - 15 337 | 17| 1071 0| 55200| 56
of the classes increased. Overall, this suggests an improve- 16 337 | 17 | 1074 ol ss108| 57
ment.
NOC hypothesis “We expect classes with large num- Table 5. Metrics of class nsHTMLEditor

ber of children to be more fault-proneThe NOC appeared
to be very significant but the observed trend is contrary to
what was stated by the hypothesis. The larger the NOC the



WMC 0 1 2 3 4 5 6 7 8 9 10 | 11-20 | 21-30 | 31-40 | 41-50 | 50-

1.0 0.75 | 528 | 11.68| 795 | 7.15| 6.39 | 551 | 566 | 5.03 | 497 | 3.23| 1881 | 6.71 3.61 2.08 5.20
11 0.77 531 | 1151 | 7.78 | 7.22 | 6.47 | 562 | 564 | 516 | 493 | 3.32 | 18.74 | 6.66 3.63 211 5.14
1.2 0.75 | 457 | 967 | 7.75 | 7.68 | 6.12 | 589 | 595 | 516 | 5.29 | 3.59 | 19.23 | 7.00 3.76 2.09 5.51
13 085 | 463 | 981 | 810 | 751 | 6.07 | 6.03 | 590 | 5.14 | 522 | 3.45| 19.20 | 7.00 3.72 2.05 5.35
1.4 0.85 | 5.05 | 10.61| 825 | 7.39 | 6.00 | 592 | 592 | 529 | 499 | 3.50 | 1890 | 6.78 3.48 1.99 5.05
15 0.88 | 5.15 | 1049 | 831 | 7.43 | 597 | 599 | 589 | 535 | 4.89 | 3.50 | 18.97 | 6.73 3.52 1.86 5.07
1.6 0.88 | 511 | 10.54| 856 | 7.43 | 575 | 6.03 | 589 | 531 | 491 | 3.47 | 1895 | 6.63 3.53 1.92 5.09
DIT 0 1 2 3 4 5 6 7 8 9 10 | 11-20 | 21-30 | 31-40 | 41-50 | 50-

1.0 1587 | 30.21 | 18.70 | 11.22 | 841 | 461 | 449 | 1.34 | 1.28 | 0.65| 0.92 | 2.18 0.13 0.00 0.00 | 0.00
11 16.03 | 30.27 | 18.66 | 11.07 | 829 | 467 | 446 | 1.41 | 1.33 | 0.60 | 0.93 | 2.16 0.12 0.00 0.00 | 0.00
12 16.82 | 32.18 | 19.40| 10.76 | 7.15| 3.59 | 286 | 1.94 | 1.34 | 0.64 | 0.94 | 2.26 0.13 0.00 0.00 | 0.00
13 16.77 | 32.43 | 19.56 | 10.57 | 7.21 | 3.59 | 262 | 2.01 | 1.31 | 0.63 | 0.97 | 2.16 0.15 0.02 0.00 | 0.00
14 17.13 | 32.05| 20.56 | 1051 | 654 | 3.00 | 223 | 219 | 1.79 | 0.77 | 0.91 | 2.05 0.24 0.02 0.00 | 0.00
15 17.30 | 32.14 | 20.61| 1051 | 6.45| 296 | 2.16 | 1.80 | 1.18 | 0.96 | 1.44 | 2.26 0.24 0.02 0.00 | 0.00
1.6 17.35| 32.32 | 2046 | 1062 | 6.15 | 289 | 2.24 | 1.86 | 1.18 | 0.92 | 1.44 | 2.32 0.22 0.02 0.00 | 0.00
RFC 0 1 2 3 4 5 6 7 8 9 10 | 11-20 | 21-30 | 31-40 | 41-50 | 50-

1.0 0.69 | 1.53 119 | 099 | 2118 | 488 | 453 | 3.02 | 298| 2.16 | 258 | 19.87 | 15.77 | 7.74 570 | 24.19
11 0.70 | 1.58 120 | 0.89 | 226 | 496 | 442 | 3.11 | 3.11| 220 | 255 | 19.72 | 1582 | 7.59 5.66 | 24.24
1.2 0.68 | 1.62 124 | 096 | 243 | 525 | 469 | 3.37 | 3.41 | 2.26 | 2.84 | 18.84 | 13.70 | 7.49 6.06 | 25.14
13 0.70 | 161 123 | 099 | 239 | 564 | 469 | 3.28 | 3.49| 233 | 275 | 1852 | 1355 | 7.74 5.98 | 25.12
1.4 0.66 | 1.65 1.43 115 | 236 | 5.66 | 483 | 3.36 | 3.52 | 248 | 2.64 | 19.23 | 13.69 | 7.63 598 | 23.74
15 0.66 | 1.68 1.42 122 | 238 | 555| 4.89 | 3.36 | 3.63 | 240 | 2.76 | 19.79 | 13.82 | 7.31 559 | 23.55
1.6 0.66 | 1.72 1.48 122 | 228 | 565 | 489 | 339 | 3.43 | 254 | 2.79 | 19.82 | 13.84| 7.23 5.43 | 23.62
NOC 0 1 2 3 4 5 6 7 8 9 10 | 11-20 | 21-30 | 31-40 | 41-50 | 50-

1.0 63.19 | 2440| 6.02 | 233 | 1.01| 0.65| 0.55| 0.38 | 0.17| 0.10 | 0.19 | 0.63 0.19 0.04 0.04 | 0.13
11 63.03 | 2449 | 603 | 236 | 1.04 | 0.66 | 050 | 0.35| 0.21 | 0.15| 0.17 | 0.66 0.15 0.06 0.02 0.12
12 62.27 | 25.63 | 568 | 250 | 0.94| 0.73 | 038 | 0.38 | 0.19 | 0.17| 0.11 | 0.70 0.15 0.06 0.00 | 0.11
13 62.05| 25.86| 569 | 245 | 095 | 0.80| 0.40 | 0.32 | 0.15| 0.19 | 0.11 | 0.72 0.15 0.04 0.02 0.11
14 62.63 | 2581 | 521 | 238 | 0.87 | 0.95| 0.38| 0.34 | 0.10 | 0.20 | 0.10 | 0.70 0.14 0.06 0.02 0.10
15 62.63 | 25.80| 523 | 234 | 092 | 096 | 042 | 030 | 0.12 | 0.16 | 0.12 | 0.70 0.12 0.06 0.02 0.10
1.6 62.67 | 25.81 | 519 | 234 | 098 | 094 | 0.38 | 0.34 | 0.14 | 0.16 | 0.06 | 0.68 0.12 0.08 0.00 | 0.10
LCOM 0 1 2 3 4 5 6 7 8 9 10 | 11-20 | 21-30 | 31-40 | 41-50 | 50-

1.0 17.40 | 10.04| 038 | 6.86 | 1.51 | 0.25| 570 | 052 | 0.61 | 1.47 | 449 | 7.63 7.74 3.86 2.87 | 28.68
11 1742 | 991 | 039 | 6.84 | 1.60 | 0.23 | 568 | 0.56 | 0.62 | 1.51 | 4.46 | 7.67 7.84 3.92 2.90 | 2845
1.2 16.30| 8.28 | 0.38 | 6.81 | 1.24 | 0.21 | 6.42 | 0.49 | 0.66 | 1.54 | 4.37 | 7.87 8.28 3.99 3.24 | 29.90
13 16.17| 850 | 0.21 | 6.87 | 091 | 0.17 | 6.26 | 0.44 | 0.93 | 0.66 | 4.14| 9.03 8.22 4.14 3.21 | 30.13
14 1687 | 894 | 0.18 | 7.15 | 099 | 0.14 | 6.02 | 0.36 | 0.95| 0.66 | 4.11 | 9.12 8.23 4.15 3.06 | 29.07
15 16.98 | 8.77 | 0.20 | 7.23 | 0.96 | 0.18 | 6.03 | 0.44 | 1.04 | 0.66 | 4.09 | 9.07 8.29 3.95 3.08 | 29.04
1.6 1699 | 882 | 018 | 7.35 | 094 | 0.18 | 6.19 | 0.42 | 1.08 | 0.62 | 3.87 | 9.14 8.19 3.93 3.05 | 29.05
CBO 0 1 2 3 4 5 6 7 8 9 10 | 11-20 | 21-30 | 31-40 | 41-50 | 50-

1.0 42.01| 595 | 449 | 3.40 | 472 | 551 | 6.71 | 447 | 331 | 294 | 2.68 | 9.77 241 0.99 0.40 | 0.25
11 42.07| 570 | 467 | 334 | 471 | 572 | 649 | 437 | 3.30| 3.09 | 263 | 9.79 241 1.04 0.44 | 0.25
12 4052 | 6.15 | 467 | 3.69 | 356 | 6.02 | 6.87 | 437 | 3.39 | 3.14 | 2.77 | 1050 | 2.65 1.00 0.41 0.28
13 40.38 | 645 | 490 | 3.70 | 3.26 | 3.68 | 5.60 | 579 | 3.95| 3.21 | 3.21 | 11.52 | 2.54 1.10 0.42 0.27
14 40.14| 731 | 463 | 3.76 | 3.22 | 3.72| 576 | 586 | 3.78 | 3.34 | 292 | 11.54| 2.46 0.91 0.40 | 0.24
15 40.24 | 7.27 | 499 | 369 | 3.08 | 3.69 | 5.75| 585 | 3.56 | 3.40 | 2.84 | 11.68 | 2.36 1.02 0.34 | 0.24
1.6 4029 | 747 | 495 | 3.75 | 315 | 355 | 5.65 | 5.77 | 3.67 | 3.23 | 293 | 11.58 | 2.32 1.08 0.38 | 0.24

The numbers represent the rate of classes having the metric value in its column header.

Table 4. Changing of the metrics over the seven versions of Mozilla

4. Related Work hierarchy by taking into consideration things like source di-
rectory structure and software documentation. It turned out
that the dependency graph was near complete, which means

Mozilla was investigated earlier by Godfrey and Le€ yhat aimost all the top-level systems use each other.

[12]. They examined the software architecture model of

Mozilla Milestone-9. The authors used tRBS[9] and Fioravanti and Nesi [10] took the results of the same
Acacia[6] reverse engineering systems for fact extraction projects as Basikt al.in [1] to examine how metrics could
and visualization. They created the subsystem hierarchy ofbe used for fault-proneness detection. They calculated 226
Mozilla and looked at the relationships among them. Their metrics and their aim was to choose a minimal number rel-
model consists of 11 top-level systems which may be di- evant for obtaining a good identification of faulty classes
vided into smaller subsystems. They created the subsystenin medium-sized projects. First they reduced the number of



metrics to 42 and attained very high accuracy score (more [2] L. C. Briand, W. L. Melo, and J. \list. Assessing the Appli-

than 97%). This model was still too large to be useful in
practice. By using statistical techniques based on logistic re-
gression they created a hybrid model which consists of only
12 metrics with an accuracy that is still good enough to be [3l
useful (close to 85%). The metrics suite they obtained is not
the same as the one used in [1] but there are many similari- [

ties.

Yu, Syst and Miller chose eight metrics in [16] (actu-
ally ten because CBO and RFC was divided into two differ-
ent kinds) and they examined the relationship between these (5]
metrics and the fault-proneness. The subject system was
the client side of a large network service management sys- [g]
tem developed by three professional software engineers. It
was written in Java and consisted of 123 classes and around
34,000 lines of code. First they examined the correlation
among the metrics and found four highly correlated sub-
sets. Then they used univariate analysis to find out which
metrics could detect faults and which could not. They found

that three of the metrics (CB, CBO_out and DIT) were

unimportant while the others were significant but to differ-

ent extents (NMC, LOC, CB®ut, RFCout, LCOM, NOC
and Fan-in).

5. Conclusion and Future Work

This paper makes three key contributions: (1) we pre-
sented a method and toolset with which facts can be auto-
matically extracted from real-size software; (2) using the
collected facts we calculated object oriented metrics and
supplemented a previous work [1] with measurements made
on the real-world software Mozilla; and (3) using the cal-
culated metrics we studied how Mozilla’s predicted fault-
proneness has changed over seven versions covering one

and a half years of development.

When checking the seven versions of Mozilla we found
that the predicted fault-proneness of the software as a whole
decreased slightly but we also found example classes with

an increased probability of fault-proneness.
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In the future we plan to validate the object oriented met- [14] C. R. Reis and R. P. de Mattos Fortes. An Overview of

rics and hypotheses presented in [1] (and here as well)
on Mozilla for fault-proneness detection using the reported
faults which are available from the Bugzilla database [5].
We also plan to scan Mozilla (and also other open sourcel
systems) regularly for fault-proneness and make these re-

sults publicly available.
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