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Abstract—Many peer-to-peer file sharing communities imple- apply policies to incentivise good overall upload / dowmloa

ment credit policies to incentivise users to contribute upload pehaviour - such as ratio enforcement. For example, a simple
resources. Such policies implicitly assume a user model - how the

user controlling each peer behaves. We show using an agent-basedjcil.lcy fWOl’llld 3? tg eXpIeCtdaIIt pﬁet_rs to T;\I{]e Son|1_e mlntl_mum
model that credit policies, based on bandwidth contribution, and @0 Ol upload to downioad at all times. Uther poliCy vatsan

a selfishuser model, can lead to both “crunches” and “crashes” include requiring some minimum level of absolute credit
where the system seizes completely due to too little credit or (upload - download) over time, or detecting and punishing
too much credit. We explore the conditions that lead to these H&R behaviour.

system pathologies and present a theoretical analysis that allows |, previous work [4] we showed, via an agent-based model,

us to determine if a community is sustainable or will eventually that. even with altruistic users. in which all peers seeded a
crunch or crash. Finally we apply the analysis to produce a novel ! ! p

adaptive credit system that automatically adjusts credit policies Much as possible, private community credit systems could,

to maintain sustainability. counter-inuitively, lead to poor performance due to a “dred
~ Keywords—P2P, economics, agent-based simulation, credits, crunch” or squeeze in which a few peers accumulated much of
incentives. the credit in the system depriving others and hence deogasi

overall system throughput. This meant that adding alfiist
capacity to the system, in the form of high capacity peers who
BitTorrent (BT) is a widely used peer-to-peer (P2P) protocavere willing to upload without reciprocation, could actyal
for distributing files over the Internet [2]. BT uses a swarmeduce overall performance (or throughput) - meaning tted to
based approach in which peers interested in a particular fimount of data exchanged in the systeih should be noted
cooperate by trading small pieces of the file. By contrilitinthat private BitTorrent communities regularly employ p@s
upload bandwidth to others, peers collectively distribtite such as 'seeding bonus’, free leech’, rewarding seedimg: ti
file without the need for high capacity central servers. In Bihstead of bandwidth, among other schemes. The fact that
peers are incentivsed to contribute upload bandwidth viavarious private BitTorrent communities have to employ such
direct reciprocity approach - a form of tit-for-tat (TFT). policies is indicative of the fact that they are grapplinghwi
The TFT approach, put simply, involves peers only corperformances loss due to credit mobility issues.
tributing upload to other peers who reciprocate. Henceiftee In this paper we explore credit dynamics with two user
ing, where a peer only downloads without uploading, isiodel variants:selfish where peers only contribute what is
punished. necessary to allow them to continue to download content, and
However, the TFT approach does not incentivise a cruciabarders where peers desire to accumulate more credit than
BT activity called “seeding”. A seeding peer stores therentiis necessary for their immediate downloading needs.
file and hence acts in a purely altruistic way by giving We find for populations of selfish peers, when too much
away pieces. To create a new BT swarm at least one seechedit is distributed too evenly, that this leads to a crash i
is required. When a peer has downloaded the entire filhich peers are not incentivised to contribute and hence the
it automatically becomes a seeder unless the user of #hystem seizes to zero throughput containing only leechers.
peer decides to leave the swarm. A swarm containing maWe define a crash as a situation in which due to credit
seeders provides high download rates for peers downloadmigundance the system completely seizes up, providing no
from the swarm (termed “leechers”). Yet since seeding is nopload or download to any peer€onversely too little credit
incentivised many swarms suffer from so-called “Hit and Rurdistributed over the peers leads to a crunch in which peers do
(H&R) user behaviour where peers leave the swarm afteot have enough credit to download leading to a seized system
downloading the file. containing only seeder$Ve define a crunch as a situation in
In order to address these, and other, issues private BT fitghich due to credit shortages the system completely seizes
sharing communities have recently emerged. In many sugtoviding no upload or download to any peerg/e also
communities the upload and download behaviour is recorded b b g dox in which addi _
centrally, over time, across a population of swarms that quT 's can be compared to Braess Paradox in which adding cgpmcit

) > © “Aransport networks may reduce total flow under the assumptiamtimnal
restricted to the community. Many of these communitiegtors — see: http://en.wikipedia.org/wiki/Braesparadox

I. INTRODUCTION



observe that a population containing any number of hoarders fich

will lead to a crunch eventually as credit is monopolised by

them.
Specifically, we make the following contributions: ‘@ ‘

1) we demonstrate using simulations that credit crunches poor
and crashes occur, and identify the conditions that lead
to these extreme outcomes;

2) we present a theoretical analysis and produce a set of
propositions that define if a system will crash, crunclkig. 1: A state transition diagram indicating how peers move
or be sustainable over a defined time horizon; between seeding and leeching sessions.

3) we evaluate a novel adaptive credit policy informed
by our results and analysis. We demonstrate that the

adaptive policy can avoid both crashes and crunches . . I :
under extreme and changing conditions. behaviour. Selfish peers only seed (to earn credit) if their

current credit balance is less than one file gizg otherwise
Il. M ODEL DESCRIPTION they only leech. This captures the notion that a selfish peer

In order to explore the conditions under which credit crash@nlY wants enough credit to download the next file. Hoarder

and crunches occur we designed an agent-based simulafi§f"S Pehave in a similar way but have a higher threshold

model containing the essential properties of private Eacl@efore they stop seediqg. . )
credit systems. More formally, we define two functions(¢) andd(t), which

We abstracted away the particularites of real communitied® the total number of units a peer has uploaded and the total
so that the underlying credit dynamics become clear and c&#mber of units a peer has downloaded at tim&he credit
be analysed. of a peer at time is K (t) := u(t) — d(t), Wh||§ the r:’?ltIO is
Our simulation model is based agcles. Each cycle repre- £(1) = “(d)“/d(t,),' Peers can always be considered in one of
sents a unit of time in which each peer is activated and miy0 States: “rich” or “poor”. Peers are considered to be oo
perform some activity - such as uploading or downloading<CePt under the following conditions:
data from other peers and initiating new seeding or leechings A selfish peer is “rich” whenk () > C.
sessions. Peers accumulate and spend credit by partigipati « A hoarder peer is “rich” wherR(¢) > 2.
swarms which are supported by a Tracker. The Tracker keepsyhen a leeching peer finishes downloading a file it decides
a record of all current swarm members and records the uplagHether to seed that file or to select another file to leech (i.e
and download amounts against each peer. We describe fhi@ownload) from the set of swarms available. If a peer is ric
tracker, swarm and peer entities in more detail in the falhgw jt selects a new swarm with uniform probability and begins
subsections below. to leech without seeding the previously downloaded file. If a
A. Tracker peer is poor then it seeds the downloaded file until it becomes

_ rich and only then stops seeding and starts leeching in anoth
The tracker supports a set of swarms that are availabledjarm. Figure 1 shows a state transition diagram indicating

the community and stores the upload and download amouRsy peers move between leeching and seeding states.
reported by each peer over time. The tracker implementsoyr yser model represents an abstracted form of behaviour
a ratio enforcement policy in which peers with upload ¢ompared to what is observed in real file sharing communities
download ratio less than one are stopped from downloadipgyre 2 shows the cumulative distribution of peer ratiorave
content until they increase their ratio, through seeding@ut toyr month period from a real community. It can be observed
in a swarm. In order to allow peers to begin downloading,5; the majority of peers are within one order of magnitude
initially they are awarded initial credit equal to one file&si f ratio R(1) = 1 wheret is the end of the period. Notice

It should be noted that the tracker in our model, like in @vahere that we also observe a small proportion of peers with
BitTorrent communities, is a centralized component. very high ratios whereR(¢) > 10, indicating some extreme
hoarding behaviour.

poor
and finished downloading

B. Peers

The community is represented by a set of peers. Each Swarms
peer has the_ same 'fixed upload capac,jity,. representing ur‘it%he community comprises a set of swarisEach swarm
.of.dgta per time unl'F. Download CapaCIty.IS assumed. to l?ﬁ)ay contain any number of seeders and leeéneks any
infinite - the assumption being that upload is the bottleriack

most file sharing communities. We make a further simoli intime each peer will be either a seeder or a leecher in a single
. 9 ' . P fy Swarm. In one time unit each swarm distributes upload units
assumption that peers have a maximum of one seeding or

leeching session active at any time ?S%ces) between seeders and leechers and between leechers

We implement two user. types: Selfi.Sh peer-s and hoarde_r&We ensured that all swarms have at least one seeder - if thissiite -
User types are characterized by their leeching and seediygandomly redistributing a seeder to any swarm that becomedesless.



TABLE [: Results for selfish peers with constant credit

091 prop.ofrich | avg.throughput avg. prop. of final
osl at start (std.dev) seeders(std.dev) state
0.1 0.0003 (0.0000) | 1.0000 (0.0000) crunch
071 0.3 0.2183 (0.0014)| 0.9525 (0.0014) sustain
o6l 0.5 0.7769 (0.0023)| 0.7685 (0.0023) sustain
= 0.7 0.9684 (0.0036)| 0.5064 (0.0036) sustain
iO-S* 0.8 0.5867 (0.4780)| 0.2485 (0.4780) | sustain/crash
EfOAf 0.9 0.0008 (0.0000) | 0.0000 (0.0000) crash

Il. SIMULATION RESULTS- CONSTANT CREDIT

We performed a number of simulation experiments to ex-
plore the conditions under which a sustainable file sharing
community is viable under the assumption of a fixed credit
amount in the population. We used the following parameters:
number of peersV = 1000, number of swarms = 100,

Fig. 2: A CDF of peer ratios collected from a private fildile size C = 10 units, peer upload capacity = 4 units.
sharing community. The small file size means the simulation runs produce results
at a large scale of granularity. We also performed runs with
C = 100 and found no significant difference in results. In
and leechers. The latter distribution of upload captures theneral our results are independent of the siz€ ofs stated
effect of the tit-for-tat (TFT) mechanism in BitTorrent. V@  previously we assume no limit on download capacity. For each
not assume any freeriding or differential upload capactty axperiment we performed 10 independent runs with different

the piece level. All peers utilise their full upload to cabtite psuedo-random number seeds. Each run was executed to 2000
to others and all have equal upload capacities. cycles.

i i i
05 = 0 1 2

sharing ratio (upload/download)

In more detail, we model the distribution of upload in N Populations of selfish peers
swarm in the following way. In our model a file is divided into ] o )
units (or pieces in BitTorrent terminology). Similar to nyan In order to explore the results o'f dlfferent. |p|t|al credit
BitTorrent implementations, each peer has four uploadss|dgvels on the performance of populations containing afistel
from which it can upload data to four different leeching peelP€€rS We ran several simulation experiments varying aeing|
per time cycle. At every time cycle, each peer in a swarm Rarameter - the initial proportion of peers who are given
fired in random order. When a peer is activated it chooses fdt[fough credit to be “rich” (i.e. given initial credit @f).
leeching peers at random to upload data to. In line with the Results can be seen in Table I. A!I values are averages of 10
rarest piece firs{6] selection algorithm in BitTorrent, peerstuns- The columns have the following meanings:h shows
upload the rarest pieces to other peers first. We define raft& Proportion of peers that are initially awarded credit;
pieces to be the least replicated pieces among all the peerd/iroughput gives the throughput of the system in cumulative
a swarm. Hence all pieces are ordered by rarity and each'fts Of data exchanged over the entire run (normalised);
the four receiving peers is given the rarest piece that isdogeders shows the proportion of peers in the population at
not currently posses. In the case that a receiving peerdgired® end of the run that are seedingute indicates the state
has all the pieces available in the sending peer then anotAkfhe Systemzrunch means the system seized due to lack
peer is selected randomly to receive a piece. In this way edincredit anderash indicates seizure due to too much credit.

peer will send one piece to four other randomly selectedspeé“s"ai”“eans the system finds a stable sustainable throughput
in the swarm if this is possible. avoiding both crashes and crunches. We ran extended runs up

. L . to 20,000 cycles and found the sustainable outcomes were
It is important to note that our aim is to produce a simplg,sintained.

model that captures the main characteristics of BitTorrentWhen the number of rich peers is initialised to 30%

piece sharing under constant and ideal conditions in ordg§e, ang 709 we see sustainable outcomes with increasing
to investigate the importance of credit dynamics. In thd ref'hroughput and reduced number of seeders. This is intuitive

world the actual interactions between peers would be highly,ce a5 the amount of credit increases in the system less pee
influenced by differential bandwidths, different clientdahe .o poor and hence more exchange of data can occur

local nature of the piece rareness determination. Our aim® he |'ihe crunch state, where only 10% of peers are initialised
is not to produce simulations that align with measurements ijch notice that the system is composed of all seeders
from target systems but to abstract the important mechemism/ the end of the run and hence no exchange of data can
with respect to credit dynamics. occur. Conversely, in the crash state, where 90% of peers are
As stated previously, the tracker records all upload arnwitialised as rich, all peers are leechers by the end ofdine r
download against each peer and hence keeps a running tagin, meaning no exchange of data is possible. Inspection o
of credit and ratio for each peer. individual runs evidences that crunches and crashes happen
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a kind of trap or sink that, unless some new peers with certain
8 characteristics enter the swarm in the future, stops thespee
i from further exchange in other swarms.
‘ ‘ Given the state of a swarm, including all peer credit levels
cyléi; 10 10" at some time step, it is possible to define if the swanith
seize in the future due to a crash or crunch condition - unless
something changes. In the next section we present a theadreti
mRoalysis which specifies these conditions. Following thes w
validate the model by checking that these conditions apply t
crashes and crunches. We then apply the conditions to test
quickly - within the first ten cycles or so. This is reflected@ novel mechanism for automatically adapting credit petici
in the low (almost zero) cumulative throughput values und#fhen the system is identified as heading for crash or crunch
crash and crunch states. conditions in order to avoid them.

It is interesting to consider the results when the initial
number of rich peers is set to 80%. As can be seen this
produces both sustain and crash outcomes reflected in th¥Ve wish to determine for a given set of swarms if the system
high variance of throughput. We are not sure why exactly thill crunch, crash or be sustainable. We assume a peer can
happens. But what’s obvious is that here we are very close&ither leech or seed, exclusively, and only exist in one swar
the threshold leading to a crash and we find path depende@éyne time. Firstly we define some terms and definitions and
based on initial random conditions leading to either a highen present three propositions which give conditions &mhe
sustainable throughput, in a third of runs, or a sudden craghthe three outcomes.
otherwise. Figure 3 shows the two alternative trajectories The following notation is used:

o
N

0.1

Fig. 3: Two alternative trajectories when initial numberrich
peers is set to 80%. Notice both sustain and crash outco
are possible.

IV. THEORETICAL RESULTS

Such properties are common in complex systems where small S, is the swarm¢, wheref = 1,...,s, i.e. the number
differences in initial chance conditions can lead to ratlica of swarms iss.
different outcomes. « the number of leechers and seeders in swérs z*(t)

andy‘(t), respectively, at time,

) _ « ¢ is the leechei and yf is the seedeyj in swarm/,
When_we introduce@ny number of hoarder_ peers into our ¢, (t) is the credit of leecherande,(¢) is the credit of
system it eventually led to a crunch - this is true even for sélede(j in swarm? at time ¢

a single hoarder in the population. The spee_d .of th_e crqnch. p,¢(t) is the proportion of the file that leechef has at
depended on the number of hoarders. This is intuitive since time ¢

hoarders seed (to earn credit) until they have a r&tio) > « C is the amount of credit required to download a file (i.e.
2. This means that as the simulation progresses the hoarders 4 file size)

eventually hold all the credit in the system and a crunch is u is the upload bandwidth.

inevitable. . .
Moreover, defineL!(t) as the set of leechers which have
C. Discussion less pieces of the given file, represented by swdrnthan

The results of our initial experiments indicate that a coniéecherz;, and Ri(t) is the set of leechers which have more
munity will seize if all the swarms seize. A seized swarm iBi€ces of the given file, represented by swagrthan peer:;
one that will not allow any peer within it to leave. A peer cadt timet. Formally, Li(t) := {j : p,(t) < p,()} and
leave either by downloading the entire file and then moving ®(t) := {j : p,e(t) > Pat (t)}. Figure 4 shows a diagram
another swarm (if the peer finishes the download and remabfsthese sets. It can be seen from the figure that we make the
rich) or by seeding to earn enough credit to become rigimplifying assumption that peers can only download pieces
so that it can move to another swarm for leeching. In tHfeom those peers who have more pieces. Therefore, a peer
crunch condition there will not be enough leechers to satistan only give credit to those peers who have more pieces.
seeders and in the crash condition there will not be enoutjlshould be noted that in reality, this is not the case. If two
seeders to satisfy leechers. In these cases the swarm becqmeers have downloaded complementary parts of a file, they can

B. Populations containing hoarder peers



exchange pieces between themselves no matter who has neeeherz,, which has more pieces tha, i.e. the peers iR;
pieces. However, the results in Section V demonstrate gt tcan give pieces to those who have less pieces thanvhich
assumption doesn’t impede upon the predictive powers of darthe setl;. The rate of this i$_, ., 1/|L|-u. Combining

subsequent analysis. these observations we get:
We also need to define the amount of credit that any given (1= pyery) - C
leecher can earn from other leechers: To(t) =t + - Pt (t) .
Z; yl(t 1 .
o= Y ()= pye(t) (et * 2onentco o)
i 2 J
JELL(t) Note thatT,. is only the expected time given current swarm

Given the above we can now define a 8&{{) containing composition. The actual time could be longer if new leechers
those leechers with enough existing credit, plus creditiagr joined or seeders left the swarm. We also need the expected

potential, at time, to download the entire file associated wittimMe Zy¢ for a seedey; in swarm/ to become rich. A seeder,
swarm/ and still be in a rich state. As previously defined &t time¢, needs to eand’ — ¢, () credit. The rate at which
peer is considered rich if it has credit of at le&st(i.e. one this can be obtained depends on the total upload capacity of
file size). Leecher:! will be able to download a file and still all leechers less the leecher to leecher (TFT) interactibhis

remain rich ifc,(t) — (1 — p,(t))C > C holds. During the leads to the formula:

downloadz? is not only paying but also earning some credits C —cyelt)
from other leechers in the swarfnfrom those who have less Tyj: (t)=t+ 22 () Jl .
pieces tham:{. From these peers, can earny,:,,-C amount. 2im1 VO FIRID]

On the other handy; cannot earn credits from those who argote thatT),. is also only the expected time given the situation
seeding and who have more pieces. The number of those p&gre swarm at a time instance.

arey’(t) +|R¢(t)|. Thus, from the other leechers; can earn
qe (1)/(y* (t) +|RE(t)]) - C amount of credit. This leads to the

o ) , ,
definition Proposition 1 - crunch. If X,(¢') andY,(¢') are both empty

for all £ = 1,...,s, then the system will crunch (i.e. the

Qe (t) throughput becomes zero) at time
V0 + [0 Ve max max T
Note that when a leecher finishes its download and becomes =1, i=1,. 0t (t)

poor then it stays in the same swarm to seed. In this éase

remains the same, because R; does not change. Accordingpygof. For the sake of simplicity we omit’ and ¢ from the

to our assumption no new seeders can join to this swarm freg}nulas. If X and Y are both empty for all the swarms
other swarms.X, can be changed when new leechers Oifop, it means that there are no leechers and no seeders who
the swarm as they can give the other leechers the chancg,de,me rich, Thus, there will be no exchange of credit in the

become rich after their downloadt¢ could increase then), or hole system. This happens after the very last leecher égish

Whe_n _seeders are _Ieavmg the swarkfy could dgcrease). its download, which is the maximum of all the maximum of
Similarly, we define the set;(t) for seeders in the swarm 4o ni0ad times per swarms.

£ containing those seeders which have the credit earning

potential, at time to become rich. A seeder earns credit fronlg.,ro osition 2 - crash.If |V, ()] = y*(#') and

all the leechers. One leechef gives (1 — p,.(t))C amount P ' v 4

of credit to all the seeders and to those other leechers who min T, (t') > max T,.(t)

have more pieces tharf. Thus we define IO J=Leyt ()

, for all the swarms, wher®,(t) := {i : z¢ ¢ X,(t)}, then the
1 —pi(?) > Y. system will crash (i.e. the throughput becomes zero) at time
yi(t) + IR (O] /
max max T e(t).

Note that, similarly toX,, the setY, can be changed in time =1,...5 j=1,..,y¢t") I
only when new leechers are joining’( could increase) or
when a seeder is leaving the swarl €ould decrease then).

We now introduce a temporal horizon by defining a functioRroof. The system crashes if there are no seeders. The con-
for download time for leechers and required seeding time fdition |Y| = y indicates that all the seeders in the whole
seeders. system will be rich, thus they will become leechers. The set

The expected download tinig,. for the leecherr; in the P contains those leechers which will not be rich after finighin
swarm/ depends on the remaining amount to be downloadékir download. Note that this set can be empty for some
(which is (1 — p_¢(¢))C) and on the number of seeders andwarms. Peers fronP would stay to seed in their swarm
leechers in the swarm. The seeders can give pieces toifathey finished their download. However, they cannot finish
the leechers with the rate gf (t)/z*(t) - u. Moreover, every downloading the file if there are no seeders left in the swarm.

k=1



TABLE II: Results for selfish peers with adaptive credit 0.25 ‘ ‘ : :
R th Fout : FT ---hoarders with adaptive credit
prop.ofricl avg. throughpu avg. prop. o ina _ . . .
at start (std.dev) seeders(std.dev) | state 0.2 ! hoarders without adaptive credni
0.1 0.1922 (0.0221)| 0.9556 (0.0221)| sustain =
0.3 0.2220 (0.0100)| 0.9544 (0.0100)| sustain £
05 0.7770 (0.0023)| 0.7761 (0.0023)| sustain £0.15 ,
0.7 0.9674 (0.0024)| 0.4970 (0.0024)| sustain g
0.8 0.9742 (0.0163)| 0.5300 (0.0163)| sustain =
0.9 0.8797 (0.0689)| 0.7266 (0.0689)| sustain 2 o1 :%2 TP T T T TP
. e : a8
Proposition 3 - sustainability. If the set £ 2T e ¥
0.05 i
UE) = {€ : [Xe(t)] > 0 and |Ye(t)| <y (1)}
Nataased ™,

is not empty then the system is sustainable until 0

t" =t + min{ My, My},

800 1000 1200 1400

cycles

400 600

Fig. 6: Two typical runs from a system with and without the

where ; ! A )
adaptive credit system containing initial 50% rich peerd an

My = min{ min T,, min Ty}, 1% hoarders. Notice that without adaptive credit the system

LelU "zeX,(t) yeYy(t) .
0 quickly crunches.
V o= {: | X)) >0o0r |[Y,(t)| <y (t)} and

My := min{ min 7T,, min T,}. When the system is determined to be in a sustainable state

LeV "zeX, (1) yeYe(t)

then the regular credit policy is applied, that is, all upl@ad
Proof. The setl/ contains all swarms in which there are somdownload is recorded as normal.

leechers which will be rich after their download and seedersif one views uploaders aproducersand downloaders as
which will not be leaving (i.e. not be rich), based on the entr consumershen freeleech is rather like a 100% rebate for the

situations at time’. Those seeders who are characterised, @snsumer for any purchase and freeseed is like a 100% tax on
of time ', as not leaving the swarm could leave if new leechete producer.

joined the swarm. This would happen when a leecher or seeder
from another swarm leaves and joins this swarm. Thus, gividg Populations of selfish peers
the time horizon for sustainability we need to know the eatli Table 1l shows the results of performing simulation runs

time when the current situation could change. For this, Weih the same parameters as were used for the runs given

defined My, which is the minimum time of the first IeeCherin Table | but with the adaptive credit mechanism turned on.

Ifeavmg any swar_rrri]lui'\i/l and thej\;rst .Seedtﬁr becom:cngtrr:cl]\lotice that all runs produce a sustainable outcome incfudin
rom any swarm irv4. VIoreover, iy gives the same 1or the y,,se 1ns (109% rich and 90% rich) which previously led to

swarms .|nV. Finally, we need tp Fake th? minimum af, crunches and crashes. This indicates that the proposhimres

ande n prder to get the prediction period for the SyStemf]iven early enough warning for the adaptive credit policy to

sustainability. avoid the crash and crunch conditions. If the system evergnt
V. SIMULATION RESULTS- ADAPTIVE CREDIT a crash or crunch condition then it would seize completety an

Based on our experimental and theoretical results we dB€ adaptive credit policies could not recover it. Hences¢he
signed a novelproactive credit intervention mechanisto €Sults are a form of experimental validation of the presipu
avoid crashes and crunches. At each cycle we examine the ﬁ—"’ed propositions. Figure 5 shows three typical runs for
tem and compare it against the crash and crunch propositigigerent initial amounts of credit. A crunch is avoided i) (
derived from the theoretical analysis. Hence we can obtain @ the activation of freeleech at several cycles - note the
early warning for potential crunch or crash outcomes. increase in credit over time. A crash is avoided in (c) via

When the system is determined to be entering a crunte act|yat|on of_ freesegd within the initial cycles - nobe t
the system applies a new credit policy we term “freeleecifl€creasing credit over time.
policy. This means leeching peers in the swarms do not pay
any credit (no download is recorded) but seeders and otlrer
uploadeds are still credited with upload. Hence leechens ca In order to test if the adaptive credit system can deal
download for free and new credit is injected into the systemuith more extreme conditions we ran simulations in which

When the system is determined to be entering a crashaismall subset (1%) of the population are set as hoarders. As
applies a “freeseed” policy. This means seeding peers (astdted previously any number of hoarders in a populatioh wil
uploading leechers) in the swarm do not receive any credit (aventually lead to a crunch. This is because hoarders sjore-
upload is recorded) but leechers still pay credit to dowthloaincreasing amounts of credit and eventually deprive aleoth
Hence seeders (and uploading leechers) upload for free gmeers of credit. Figure 6 shows two typical runs with and
leechers pay credit that is removed from the system. without the adaptive credit system. As can be seen, without

Populations containing hoarder peers
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Fig. 5: Three typical runs for different initial numbers é€hr peers with the adaptive credit mechanism turned on. Rote
in the extreme cases for (a) and (c) the amount of credit insyistem is dynamically changed preventing a crunch or crash
respectively.

adaptive credit the system eventually crunches, whereas Hasis of our theoretical analysis. It was interesting teribat
adaptive credit system keeps the system sustainable. the systemcould cope with a small proportion of hoarders

However, notice that the throughput of the system is veffollowing a different behaviour from the selfish peers) but
low because the adaptive credit system does not atterigpn open question as to how well it would cope with other
to optimise the system but rather only to avoid a crunamall numbers of behavioural variants. We discuss thiseissu
condition. Hence the system injects new credit each tinfierther in the conclusion section below.

a crunch is predicted. This additional credit is eventually
collected by the hoarders and the process repeats.

We found that if we increase the number of hoarders to To the best of our knowledge, there hasn’'t been much work
5% of the population then the adaptive credit system coultdne on studying crunches, crashes and sustainability fh P2
not prevent a crunch occurring. This is due to the user modsgistems with credit based incentive schemes. In previouks, wo
assumptions we made in our analysis. That is, we assunvegl introduced the concept of a credit crunch with the aid of
that peers will behave in the selfish way described in sectiansimplified model of a private tracker. We considered a very
I-B. simple user model of all altruists and only concentrated on

i ) “limited” crunches in which insufficient initial credit inhe
C. Discussion system led to decreased (and not zero) throughput [4]. The

The aim of the adaptive credit system was to avoid crungesent paper builds upon that work and introduces a more
and crash states. This was achieved but comes at a potemtisnced user model, presents a theoretical analysis agidstu
cost. The reason for using credit systems within privatunches and crashes that seize the entire system.
communities is to provide incentives for peers seeding con-Many P2P incentive schemes based on credits have been
tent. The freeleech and freeseed policies temporarilyengp proposed in the literature such as [3], [10], [12]. These
these incentives. It could be argued that this could lead sohemes usually build upon three components: 1) A virtual
reduced performance if users learned to game the systemchyrency, 2) Micropayments and 3) An accounting structure.
only downloading during freeleech periods and not seeditiga P2P setting there are issues in maintaining this streictu
during freeseed periods. However, as we have seen, the crédr the accounting structure, such schemes usually have to
interventions only occur for short periods in our runs. Thigely on trusted accounting centers or third parties. Altiigu
potentially means that it would be impractical for a user tthe payments can occur in a decentralized way as proposed
notice and take advantage of such periods. An additiorial[1]. Sirivianos et al present monetary exchanges fatdd
refinement, that could help preserve incentives even duribg a centralized bank [11]. Great emphasis is laid on crgatin
freeseed and freeleech periods, would be to parametegse ahnon manipulable scheme of exchanges using cryptographic
freeseed and freeleech “tax” amount. This would mean thgchniques. The presence of a centralized bank means that
rather than always taking 100% of any leecher or seedbe scheme is not scalable but has greater security than a
credit, other values such as 50% could be used. Any value lessnpletely decentralized solution.
than 100% would still provide incentives for good behaviour Vishnumurthy et al. present a system involving virtual
Furthermore, the taxation amount could be variable, antdcowurrency where sets of bank nodes keep the transactiondealan
be applied in a continuous fashion, rather than gettingénigd of peers [13]. Karma is defined as the value which captures
at the extreme conditions of crash and crunch. the amount of resources that a peer has contributed and

As was observed in the situation where hoarders werensumed. This represents the users standing in the global
introduced into the population, the adaptive policy degema system. Importantly, the level of karma (or credit) in the
the assumptions of the selfish user model since this forned 8ystem is maintained and measures are taken to avoid inflatio

VI. RELATED WORK



and deflation that can occur when peers leave the systemaird other plausible user model variants in order to undeasta

this way [13] is an important contribution because the wortke effect of credit dynamics in a system with known proper-

begins to realize the problems that are inherent in dealitty wties. Even given our assumptions we found that understgndin

credit systems. In avoiding inflation and deflation, theityon and predicting credit dynamics and system behaviour was far

aim is to maintain the per-capita karma i.e. the total karnfeom trivial.

divided by the number of active users. Given these issues we can not claim that our adaptive credit
Kash et al. [5] show that in a scrip system, where agerpslicy could currently be deployed in a real private tracker

can consume and produce services, both an overabundanceoofimunity but would almost certainly need to be refined and

money supply and its shortage lead to inefficiency. Surplisformed by empirical work.

credit can lead to a monetary crash where freeriding isPossible future work could involve introducing a distribut

encouraged. At the other end of the spectrum, a shortageofnuser model variants to our simulation model and analysis

the money supply leads to agents not having enough mongying a probabilistic rather than a deterministic approatiis

and not being able to afford services in the system. Theyay allow for some level of probabilistic prediction of dnas

also consider hoarders and how to optimise the credit supmly crunch states. More importantly, we may be able to induce

Our work is different in that we focus not on a generigrobabilistic user models from empirical data collecteahfr

service exchange scenario but a filesharing scenario @thpireal private communities.

by BitTorrent private communities. Also we apply a selfish

user modél rather than a utility optimising one. In addition we ACKNOWLEDGEMENTS
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